Occupation Exhibit

NER-CTN-001
CrypTOLOGIC TECHNICIAN NETWORKS
CTN3
CTN2
CTN1
CTNC
CTNCS
CTNCM

Exhibit Dates: 10/04—Present.
Occupational Field: 22 (Intelligence).

Career Pattern

SN: Seaman (E-3). CTN3: Cryptologic Technician Networks, Third Class (E-4). CTN2:
Cryptologic Technician Networks, Second Class (E-5). CTN1: Cryptologic Technician Networks,
First Class (E-6). CTNC: Chief Cryptologic Technician Networks (E-7). CTNCS: Senior Chief
Cryptologic Technician Networks (E-8). CTNCM: Master Chief Cryptologic Technician
Networks(E-9).

Description

Summary: Possesses a combination of technical knowledge and analysis skills to fuse together
information from various sources to provide the Operational Commanders with the situational
awareness they will need to plan and execute information operation courses of action/counter-
action. CTN will be able to perform network target development, software analysis and
development, network access/attack operations, red and blue team operations, indications and
warning, attack sensing and warning, vulnerability assessments, and network attack
diagnostics. CTN3: Serves as global network operations technician; monitors, collects, and
reports information and conducts actions in direct support of computer network operations
worldwide in support of Navy, National Security Agency, Department of Defense, and national
and theater level missions. Duties include network target development, indications and warning,
attack sensing and warning, software analysis, defensive information operations, and blue and
red team functions in support of Fleet Computer Network Vulnerability Assessments (CNVA).
CTN2: Able to perform the duties required for CTN3; serves as global network operations
manager; manages the monitoring, collecting, and reporting of information and conducts actions
in direct support of computer network operations worldwide in support of Navy, National
Security Agency, Department of Defense, and national and theater level missions. Duties
include network target development, software analysis and development, access/attack
operations, indications and warning, attack sensing and warning, defensive information
operations, and blue and red team functions in support of Fleet Computer Network Vulnerability
Assessments (CNVA). CTN1: Able to perform the duties required for CTN2; serves as global
network operations manager; manages the monitoring, collecting, and reporting of information
and conducts actions in direct support of computer network operations worldwide in support of
Navy, National Security Agency, Department of Defense, and national and theater level
missions. Duties include network target development, software analysis and development,
access/attack operations, indications and warning, attack sensing and warning, defensive
information operations, and blue and red team functions in support of Fleet Computer Network



Vulnerability Assessments (CNVA). CTNC: Able to perform the duties required for CTN1; serves
as global network operations director; directs the monitoring, collecting, and reporting of
information and conducts actions in direct support of computer network operations worldwide in
support of Navy, National Security Agency, Department of Defense, and national and theater
level missions. Duties include 10 Cell defensive planning, network target development, software
analysis and development, access/attack operations, indications and warning, attack sensing
and warning, defensive information operations, and blue and red team functions in support of
Fleet Computer Network Vulnerability Assessments (CNVA). CTNCS: Able to perform the duties
required for CTNC; serves as global network operations director; directs the monitoring,
collecting, and reporting of information and conducts actions in direct support of computer
network operations worldwide in support of Navy, National Security Agency, Department of
Defense, and national and theater level missions. Duties include 10 Cell defensive planning,
network target development, software analysis and development, access/attack operations,
indications and warning, attack sensing and warning, defensive information operations, and blue
and red team functions in support of Fleet Computer Network Vulnerability Assessments
(CNVA). CTNCM: Able to perform the duties required for CTNCS; serves as global network
operations director; directs the monitoring, collecting, and reporting of information and conducts
actions in direct support of computer network operations worldwide in support of Navy, National
Security Agency, Department of Defense, and national and theater level missions. Duties
include 10 Cell defensive planning, network target development, software analysis and
development, access/attack operations, indications and warning, attack sensing and warning,
defensive information operations, and blue and red team functions in support of Fleet Computer
Network Vulnerability Assessments (CNVA).

Recommendation, CTN3

In the lower-division baccalaureate/associate degree category, 3 semester hours in network
security, 3 in information systems security, and 3 in systems analysis. In the upper-division
baccalaureate category, 3 semester hours in data mining (8/06).

Recommendation, CTN2

In the lower-division baccalaureate/associate degree category, 3 semester hours in network
security, 3 in information systems security, 3 in systems analysis, and 3 in software analysis and
development. In the upper-division baccalaureate category, 3 semester hours in data mining
and 3 in network systems management (8/06).

Recommendation, CTN1

In the lower-division baccalaureate/associate degree category, 3 semester hours in network
security, 3 in information systems security, 3 in systems analysis, and 3 in software analysis and
development. In the upper-division baccalaureate category, 3 semester hours in data mining
and 3 in network systems management (8/06).

Recommendation, CTNC

In the lower-division baccalaureate/associate degree category, 3 semester hours in network
security, 3 in information systems security, 3 in systems analysis, and 3 in software analysis and
development. In the upper-division baccalaureate category, 3 semester hours in data mining, 3
in network systems management, 3 in personnel management, 3 in project management, 3 for
field experience in management, 3 in leadership and supervision, and 3 in strategic planning
(8/06).



Recommendation, CTNCS

In the lower-division baccalaureate/associate degree category, 3 semester hours in network
security, 3 in information systems security, 3 in systems analysis, and 3 in software analysis and
development. In the upper-division baccalaureate category, 3 semester hours in data mining, 3
in network systems management, 3 in personnel management, 3 in project management, 3 for
field experience in management, 3 in leadership and supervision, and 3 in strategic planning
(8/06).

Recommendation, CTNCM

In the lower-division baccalaureate/associate degree category, 3 semester hours in network
security, 3 in information systems security, 3 in systems analysis, and 3 in software analysis and
development. In the upper-division baccalaureate category, 3 semester hours in data mining, 3
in network systems management, 3 in personnel management, 3 in project management, 3 for
field experience in management, 3 in leadership and supervision, and 3 in strategic planning
(8/06).



